
Indian�Journal�of�Law�and�Human�Behavior
Volume�7�Number�2�/�July–�December�2021

DOI:�http://dx.doi.org/10.21088/ijlhb.2454.7107.7221.5

Review�Article

Smart�Policing:�Application�of�Artificial�Intelligence�in�Criminal�
Investigation

Abstract

In� 1956� John� McCarthy� implemented� Artificial� Intelligence� (AI)�
for� the� first� time.� AI� is� considered� a� tool� for� coping� with� extremely�
complex� problems� which� cannot� be� solved� through� direct� equations�
or� statistical� techniques.� AI� could� be� used� for� calculating� differential�
and� integral� equations,� electrical� circuit� theories,� logical�mathematics,�
and�areas�of�gaming.��Using�the�same�strategy,�AI�has�been�included�in�
law�enforcement,�where�it�can�function�as�a�statistical�analysis�that�can�
efficiently�anticipate�and�deter�crimes.�Law�enforcement,�has�gradually�
turned� to� artificial� intelligence� to� increase� smart�policing� approaches.�
AI� is�said�to�be�a�critical�element� in�law�and� it�will�help�and�promote�
efficiency� in� certain�ways.� The� primary� aim�of� law� enforcement� is� to�
prosecute�crimes�by�including�a�social�aspect�of�protection�and�security,�
AI�may�be�used�in�several�forms�to�accomplish�such�targets.�This�article�
aims�at�reviewing�the�use�of�AI�by�law�enforcement�to�tackle�criminal�
activities.
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Introduction

Smart� Policing� can� be� de�ned� as� the� use� of� a�
police� force� that� is� Stringent� and�Compassionate,�
Innovative� and� Smart,� Alert� and� Responsible,�
Ef�cient� and� Responsive,� Techno� Savvy� and�
Educated.� This� term� was� initiated� at� the� 49th�
Annual� Conference� of� Directors� General� and�
Inspectors-General� in� 2014� by� the� Prime�Minister�
of� India.� Smart� policing� is� the� use� of� smart�
devices� and� smart� methods� that� have� the� ability�
to� concern� scienti�c� techniques� to�perform�digital�
investigations�automatically�and�autonomously.�It�
also�includes�investigating�crime�or�evidence�using�
computing� devices.� Smart� policing� is� becoming�
very� important� in� today's� developed� world� to�

handle�organized�crimes.�Arti�cial�intelligence�and�
machine�learning�are�some�of�the�ideal�approaches�
to�deal�with�many�complex�and�organized�crimes.�
They� not� only� provide� accurate� results� but� also�
provide� results� very� fast.� Arti�cial� intelligence�
and� machine� learning� in� the� modern� world� are�
considered� the� most� important� science� �eld� to�
serve�mankind.�Various�smartphone-based�devices�
have�been�developed�that�use�arti�cial�intelligence�
and� machine� learning� to� serve� forensic� experts�
at� the� crime� scene� (Duce� et� al.,� 2010;� Farquhar�
et� al.,� 1997;� Turner,� 2005).� Nowadays,� the� rapid�
advancement� of� mobile� phones� and� computers�
has� made� these� gadgets� to� be� used� in� various�
criminal� activities.� Because� of� the� sophistication�
of� technology,� it� is�dif�cult� to�provide� reasonable�
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and� effective� security� measures,� which� makes�
prosecution� of� criminal� activities� involving� such�
devices�even�more�dif�cult.�Digital�forensics�is�the�
cyber�world's�computer�crime�detection�technique.�
In�this��eld,�many�researchers�have�helped�forensic�
investigation�to�solve�current�challenges�(Luger�GF,�
2010;�E.�Tyugu,�2011).

Legal� insights� can� give�deductively�established�
methods� for� treating� evidence� for� the� act� of�
legitimate� framework,� which� is� more� complex�
because� of� the� accessible� broad� data.� Arti�cial�
intelligence�can�give�simple�and�quick�answers�for�
lawful� society� and� individuals�who�need� it�most.�
There�was�a�correspondence�hole�between�forensic�
statisticians,�crime�examiners,�and�legal�counselors.�
The�factual�evidence�is�effectively�misconstrued�in�
court,�coming�about�in�wrong�choices�and�deferred�
equity�or�wrong� equity.�Arti�cial� intelligence� can�
give� new� calculations,� and� the� best� techniques�
can� be� created� to� bolster� the� correspondence�
between� the� gatherings� in� question.� Computer�
based�intelligence�will�show�occasions�in�graphical�
structures�that�can�be�utilized�to�express�situations�
and� bolster� probabilistic� thinking.� Computer�
based� intelligence� can� likewise� give� displayed�
situations� and� it� will� be� useful� for� augmenting�
legal� counselors� furthermore,� judgment� from� the�
judges.�Arti�cial�intelligence�has�created�numerical�
and�computational�devices�in�the�venture�that�will�
be� evaluated� by�methods� for� practical� contextual�
investigations.� The� normal� �nal� product� of� these�
modules� will� be� the� generation� of� systematic�
apparatuses� for� anticipating� legal� mistakes� and�
reasonable� devices� for� supporting� law� specialists�
(Duce�et�al.,�2010).�Arti�cial�intelligence�can�do�meta-
examination� of� the� meta-information� accessible�
from� various� sources� and� it� disentangles� the�
intricate�information�into�a�justi�able�language�at�a�
short�access�time�(E.�Tyugu,�2011).�The�signi�cance�
of�Arti�cial�Intelligence�in�criminological�science�is�
that�it's�well�built�up�capacity�to�clarify�the�thinking�
procedure� and� thereby,� this� thinking� procedure�
differs�starting�with�one�calculation� then�onto�the�
next,� or� it� can� be� improved� with� change� in� the�
Arti�cial�Intelligence�calculations.

Brief� Review� of� Artificial� Intelligence� used� in�
Griminal�Investigation

Accessible� literature� shows� that� Arti�cial�
intelligence� methods� as� of� now� have� various�
applications� in� battling� against� digital� and� cyber�
violations.� Neural� networks� are� being� applied� to�
interruption� recognition�and�counteractive�action.�
However,� there� are� additional� recommendations�
for� utilizing� neural� networks� in�Denial� of� Service�

(DoS)� identi�cation,� PC� worm� discovery,� spam�
location,� zombie� recognition,� malware� grouping,�
and� forensic� examinations� (Hoelz� et� al.,� 2009;�
Duce� et� al.,� 2010).� Computer-based� intelligence�
procedures,� for�example,�Heuristics,�Data�Mining,�
Neural�Networks,�and�AISs,�have�additionally�been�
applied�to�new�age�anti-virus�innovation�(Salama,�
2017).� Wang� et� al.� (2008)� expressed� that� the�
eventual�fate�of�anti-virus�identi�cation�innovation�
is� in� use� of�Heuristic� Technology�which� signi�es�
"the� information� and� aptitudes� that� utilization�
a� few� techniques� to� decide� and� shrewdly� break�
down�codes�to�identify�the�obscure�virus�by�certain�
guidelines�while�checking�

Face� recognition� is� one� of� the� advanced�
technology� and� various� applications� in� the� �eld�
of� forensic� science.� Arti�cial� intelligence� and�
machine� learning� have� made� it� possible� to� make�
face�recognition�system�accurate�and�ef�cient.�Face�
recognition�is�an�important�application�in�the��eld�
of� image� analysis.� It� plays� an� important� role� in�
information� access,� security� machine� interaction,�
etc.�Face�recognition�is�a�biometric�system�used�to�
verify�a�person's�identity�using�facial�characteristics.�
Fuzzy� logic,� Neural� networks,� and� Genetic�
algorithm� (GA)� are� some� of� the� commonly� used�
soft�computing�techniques�to�face�recognition.�The�
neural�systems�are�among�the�best�basic�leadership�
frameworks� which� can� be� prepared� to� perform�
complex�capacities�in�different��elds�of�utilization,�
including� design� acknowledgment,� enhancement,�
identi�cation,� and� classi�cation.� Intrator� et� al.�
proposed� a� crossover� or� semi� regulated� strategy.�
They� consolidated� un-managed� techniques� for�
extricating� highlights� and� directed� strategies� for�
�nding� features� to� lessen� classi�cation� mistakes.�
They�utilized�feed-forward�neural�systems�(FFNN)�
for�classi�cation�(Roomi�et�al.,2013).

Case-Based�Reasoning� (CBR)� is�one�of� the�new�
examples�of�arti�cial�intelligence�that�is�used�in�the�
�eld�of�forensic� science.�CBR�technique�can�be�an�
elective�strategy�that�can�be�utilized�in�crime�scene�
investigation.� Although� the� present� techniques�
utilized� in�criminology� can�perform� astoundingly�
well,� a� few� existing� handy� con�nements� can� be�
overwhelmed� by� utilizing� CBR� approach.� By�
applying� the� CBR� strategy,� the� connections� and�
links� between� cases� dependent� on� evidence� can�
be� drawn� without� hardly� lifting� a� �nger.� The�
CBR�strategy�that�utilizes�scienti�c�information�to�
foresee�another�case�is�unmistakably�progressively�
productive�as� contrasted�and� the� customary� legal�
techniques,� which� are� fundamentally� built� upon�
human�expert�info�or�analyses�(Yeow�et�al.,�2014).
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The� estimation� of� the� age� of� the� bloodstain�
is� important� in� the� forensic� investigation� for�
tracking� the� actual� perpetrator.� There� are�various�
conventional� methods� to� detect� the� age� of� the�
bloodstain� but� all� have� some� shortcomings� like�
low� accuracy,� time-consuming,� etc.� By� virtue� of�
machine�learning,�a�device�has�been�developed�to�
overcome�the�drawbacks�of�conventional�methods.�
The�device�is�called�a�smart�forensic�phone�and�can�
precisely� estimate� the� age� of� the� bloodstain.� The�
principle� of� the�device� is� based� on� the� change� in�
color�of�the�blood�sample�with�respect�to�the�time.�
The�color�change�in�the�sample�is�recorded�by�RGB�
(Red,�Green,�Blue)�values�and�these�values�change�
after�a�different�interval�of�time�and�the�results�are�
obtained� by� using� a� smartphone� application.�The�
device�can�estimate�the�age�of�the�bloodstain�if�the�
blood�stain�is�up�to�42�hours�old�(Shin�J�et�al.,�2017).

Facial� reconstruction� from� the� skull� is� a� useful�
asset� to� support� forensic� examiners� in� recognize�
skeletal�remains�when�other�data�is�not�accessible.�
It�has�been�effectively�applied�in�numerous�genuine�
criminological� cases.� Although� in� the� previous�
two� decades,� many� PC� designs� based� facial�
reconstruction�techniques�have�been�developed�to�
assist�law�enforcement.�Researchers�from�Louisiana�
State�University�build�up�an�algorithm�to�perform�
facial�reconstruction�from�an�unknown�skull.�This�
method� has� scienti�c� application� in� aiding� the�
forensic� experts� in� the� identi�cation� of� skeletal�
remains�when� other� data� is� inaccessible.� Existing�
systems�straightforwardly�reproduce�the�face�from�
the�skull,�but�in�this�technique,�they�used�a�database�
of�portrait�photographs� to�make� faces,� play�out�a�
superimposition� to� get� a� very� much� coordinated�
face,� and� afterward� amend� it� as� indicated� by� the�
superimposition.� To� help� this� they� assemble� a�
successful� autoencoder� for� picture-based� facial�
reconstruction�and�a�generative�representation�for�
compelled� face� in� the�painting.�Another� study�on�
facial�reconstruction�displayed�a�methodology�for�
craniofacial� reconstruction� dependent� on� facial�
soft� tissue� thickness� insights,� using� computed�
tomography� (CT)�data.� Their� strategy� relies�upon�
78� selected�marks� on� the� skull,�which� directs� the�
format� of� the� skull� to� every� skull,� followed� by�
utilizing�the�Iterative�Closest�Point�algorithm�(ICP)�
(LiuCelong�et�al.,�2018;�ShuiWuyang�et�al.�2016).

Arti�cial� intelligence� and�machine� learning� are�
also�used�by�forensic�experts�to�detect�adulteration�
in� food.� Food� adulteration� is� increasing� day� by�
day�and�dealing�with�these�kinds�of�adulterations,�
various� devices� have� been� developed� that� can�
check� adulteration� and,� the� quality� of� food� and�
medicine.�Recently�researchers�from�IIT�Hyderabad�

have� developed� a� device� by� virtue� of�which� one�
can�check�the�quality�of�milk�using�a�smartphone�
application.� The� smartphone� application� is�
provided�with�kNN�and�SVM�algorithmic�database�
that� uses� Ph� and� color� values� of� RGB� to� detect�
adulteration�in�milk�(Tripathy�et�al.,�2019).�Various�
spectroscopic�devices�have�been�designed�that�can�
check� the� authenticity� of� medicine.� A� company�
called�Costumer�Physics�has�built�a�handy�portable�
spectrophotometer�device�that�can�be�used�to�check�
the�quality�of�food�and�the�authenticity�of�medicine�
(Benjamin�K�et�al.,�2017).

Arti�cial� Intelligence� systems,� for� example,�
Arti�cial� Neural� Networks� (ANN),� Genetic�
Algorithms� (GA),� and� Support� Vector� Machine�
(SVM)� play� a� signi�cant� job� in� displaying� non-
customary� answers� for� �ngerprint� issues.� The�
concept�behind� these�procedures� is� to� construct�a�
vector�of�components�and�teach�the�computer�how�
to�process� the�vector� according� to� certain� speci�c�
rules.�Along�these�lines,�all�procedures�and�processes�
pro�ciently� entangled� unique� �nger� impression�
information,�and�consequently,�contribute�to�taking�
care�of�certain�issues�of�the��ngerprint�recognizable�
system.�The�Automated� Fingerprint� Identi�cation�
System�(AFIS)�has�replaced�human�specialists�with�
unique��ngerprint� identi�cation�and�classi�cation�
systems� for� �ngerprints.� This� consists� of� two�
stages:� (i)� Enlistment� stage/Registration� stage� (ii)�
identi�cation� stage.� The��rst� stage� is� to� enlist� the�
individual��ngerprint�in�a�database�for�future�use,�
while� the� stage�of� identi�cation� is� responsible� for�
obtaining�the�information�from�the�database�(Awad�
A,�2012;�Egawa�et�al.,�2012;�Jain�et�al.,�2009)

Machine� Learning� and� Artificial� Inteligence�
Currently�used�by�Law�Enforcement�in�India

Punjab� police� have� begun� using� Arti�cial�
Intelligence-Based� Facial� Recognition� System�
(PAIS)�with�the�motive�of�face�search�for�arresting�
criminals.� They� have� developed� a� database� with�
more� than� 100,000� records� of� lawbreakers� who�
were�arrested�crosswise�over�Punjab.�The�thought�
process� behind� this� application� is� to� click� a�
picture�with�their�cell�phones�when�de�ed�with�a�
suspect.�Staqu�Technologies�constructed�the�police�
application,�which�uses�facial�recognition�to�make�a�
face's�one�of�a�kind�guide.�The�Punjab�police�of�ce�
stowed�the�FICCI�Smart�Policing�Awards�2018�for�
utilizing� PAIS� the� state� police� of� Bhubaneswar�
is� about� to� utilize� AI� and� versatile� �guring� to�
improve� the� investigation� of� criminal� activities.�
The�state�police�of�Bhubaneswar�are�about�to�utilize�
Arti�cial�Intelligence.�The�innovation�will�manage�
police� of�cials� on� strategies� of� handling� crime�
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investigation.� On� the� off� chance� that� any� of�cial�
makes� any� mistake� in� the� investigation,� arti�cial�
intelligence�will�quickly�give�an�alarm.�It�will�assist�
of�cials�with�making�a�fast�and�precise�pursuit�of�a�
speci�c�crime�and�its�modus�Operandi

Trinetra,� an� Arti�cial� intelligence� empowered�
application� enabled�with� a� database� of� around� 5�
lakh�lawbreakers�was�developed�by�UP�police.�The�
database�incorporates�criminal�records�of�the�state�
police�and�records�from�the�jail�division.

Andhra�Pradesh�released�e-Pragati�in�July�2018,�
a�database�that�contains�information�about�Andhra�
Pradesh's�millions� of� people.� The� server� includes�
the� Aadhaar� number� for� e-KYC� authentication.��
Any�kind�of�information�required�can�be�obtained�
by�searching�from�the�database�in�the�control�room.�
The�main�motive�to�set�up�this�arti�cial�intelligence�
was�to�control�the�crime�rate

The� Delhi� police� have� made� a� step� in� social�
media�analysis�and�cyber�policing�by�collaborating�
with� the� Indraprastha� Institute� of� Information�
Technology� (IIIT).� This� collaboration� aims� to�
develop� an� arti�cial� intelligence� equipped�
center� that� can� assist� the�Delhi� police� in� criminal�
identi�cation,� law� and� order� management,� cyber�
policing,� etc.� The� advanced� traf�c� management�
system� is� also� to� be� implemented� by� the� Delhi�
police.� Sensor-enabled� High-resolution� cameras�
will� also� be� �tted� with� real-time� traf�c� volume�
counting�would�be�installed�on�roads�and�signals.

Conclusion

The� ability� of� AI� to� change� policing� to� smart�
policing� and� improve� the� ef�ciency� of� police�
services,� such� as� to� recognize� the� person� of�
concern� in� busy,� environments,� detecting� and�
predicting�crime,�label�and�categorizes�large�police�
investigation� information� (such� as� evidence� and�
chain� of� custody)� has�made� a�dramatic� evolution�
in� crime� control� and� criminal� investigation.� AI�
technology� is� also� capable� of� raising� situational�
awareness� and� understanding� among� law�
enforcement,� thus� leading� to� the�wellbeing�of� the�
police�due�to�better-informed�solutions�to�possible�
dangers.�Technologies� like� robots�and�drones� can�
also� be� used� to� monitor� privacy� safety� and� the�
implementation� of� these� technologies� into� public�
safety� networks� offer� a� secure�way� to� bene�t� the�
public�and�the�police.�In�addition,�robotic�and�drone�
technologies� could� provide� valuable� intelligence,�
and� increase� professionalism� in� criminal� law.� In�
some�cases,�AI�technology�is�now�better�equipped�

than� any� individual� police� of�cers� to� identify�
suspicious� activity.� By� adopting� AI,� the� law�
enforcement�system�is�better�placed�to�respond�to�
incidents,�prevent�threats,�investigate,�and�analyze�
criminal�activities.
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